Beechoak Farm Montessori Pre-school

Administration
5.1 General Data Protection Regulation Policy

Policy Statement

The General Data Protection Regulation (GDPR) is designed to protect

the privacy of individuals. It requires that any personal information about an individual is processed
securely and confidentially. This includes both staff and children. How the pre-school obtains,
shares, and uses information is critical, as personal data is sensitive and private. Everyone, adults,
and children alike, have the right to know how the information about them is used. The General Data
Protection Regulation requires the pre-school to strike the right balance in processing personal
information so that an individual's privacy is protected. Applying the principles to all information
held by the pre-school will typically achieve this balance and help to comply with the legislation.

We will respect the privacy of children and their parents and carers, while ensuring that they
access high quality early years care and education in our setting. We aim to ensure that all parents
and carers can share their information in the confidence that it will only be used to enhance the
welfare of their children. There are record keeping systems in place that meet legal requirements;
means of storing and sharing that information take place within the framework of the General Data
Protection Regulation and the Human Rights Act.

Beechoak Farm Montessori Pre-school Ltd is registered with the ICO and as such our registration
reference number is Z8388337.

Procedures

General Data Protection Regulation principles
To comply with the act, the pre-school must observe the eight ‘General Data Protection Regulation
principles’, ensuring that:
e Personal data shall be processed fairly and lawfully
e Personal data shall be obtained only for one or more specified and lawful purposes, and
shall not be further processed in any manner incompatible with that purpose or those
purposes.
o Personal data shall be adequate, relevant and not excessive in relation to the purpose or
purposes for which they are processed.
e Personal data shall be accurate and, where necessary, kept up to date.
e Personal data processed for any purpose or purposes shall not be kept for longer than is
necessary for that purpose or those purposes.
e Personal data shall be processed in accordance with the rights of data subjects under
this Act.
e Appropriate technical and organisational measures shall be taken against unauthorised
or unlawful processing of personal data and against accidental loss or destruction of, or
damage to, personal data.



e Personal data shall not be transferred to a country or territory outside the European
Economic Area unless that country or territory ensures an adequate level of protection
for the rights and freedoms of data subjects in relation to the processing of personal
data.

In practice, it means that the pre-school must:
* have legitimate grounds for collecting and using the personal data;
e not use the data in ways that have unjustified adverse effects on the individuals concerned;
e be transparent about how they intend to use the data, and give individuals appropriate
privacy hotices when collecting their personal data;
¢ handle people's personal data only in ways they would reasonably expect; and
¢ make sure they do not do anything unlawful with the data

Personal data is information that relates to an identifiable living individual that is processed as
data. Processing amounts to collecting, using, disclosing, retaining or disposing of information. The
General Data Protection Regulation principles apply to all information held electronically or in
structured paper files.

The principles also extend to educational records - the names of staff and children, dates of birth,
addresses, national insurance numbers, school marks, medical information, SEN assessments and
staff development reviews.

Sensitive personal data is information that relates to
e race and ethnicity,
e political opinions,
e religious beliefs,
e membership of trade unions,
e physical and mental health,
e sexuality
e criminal offences

Sensitive personal data is given greater legal protection as individuals would expect certain
information to be treated as private or confidential.

It is important to differentiate between personal information that individuals would expect to be
treated as private or confidential (whether or not legally classified as sensitive personal data) and
personal information you can make freely available. For example: the pre-school manager’s identity
is personal information but everyone would expect it to be publicly available. However, the pre-
school manager's home phone number would usually be regarded as private information.

What must the pre-school do?

e We must notify the ICO (Information Commissioner's Office) that we are processing
personal data.

e We have a nominated individual, the Pre-school Director, as the 'Data Protection Controller'.

e The pre-school has clear, practical policies and procedures on information governance for
staff to follow, and needs to monitor their operation
These should include:
- Staff Code of Conduct



- Privacy notices for staff and parents/pupils
- Record Management Policy (not mandatory, but good practice)

Data Breaches - In the event of a personal data breach, the Data Protection Controller should be
notified immediately and an investigation carried out.

Individual Rights

The General Data Protection Regulation includes the following rights for individuals:
e The right o be informed:;

¢ The right of access;

e The right fo rectification;

¢ The right to erasure;

¢ The right fo restrict processing;

¢ The right to data portability;

e The right to object; and

¢ The right not to be subject to automated decision-making including profiling.

The General Data Protection Regulation entitles an individual the right fo request the personal
information a pre-school holds on their behalf - this is known as a Subject Access Request (SAR)
and includes all and any information held by the pre-school, not just that information held on
central files or electronically, so it could also include correspondence or notes held by others in the
pre-school.

e SARs must be responded to within 1 month of receipt.

e The SAR should be made in writing by the individual making the request.

e The pre-school can refuse or charge for requests that are manifestly unfounded or
excessive

e Parents can make SARs on behalf of their children if the children are deemed to be too
young or they have consented to their parents doing so on their behalf.

Staff Responsibilities
Staff need to know and understand:
¢ How to manage, keep and dispose of data
e The pre-school's procedures in relation fto children's records, email, social media, taking
photos in the pre-school, mobile tfechnology and the pre-school website
e When they are allowed to share information with others and how to make sure it is kept
secure when shared.

Information and IT Equipment Acceptable Usage

Acceptable Usage covers the security and use of all Beechoak Farm Montessori Preschool
information and IT equipment. It also includes the use of email, internet, voice and mobile IT
equipment. This applies to all Beechoak Farm Montessori Preschool employees, contractors and
agents (hereafter referred to as 'individuals').

This applies to all information, in whatever form, relating to Beechoak Farm Montessori Preschool
business activities, and to all information handled by Beechoak Farm Montessori Preschool relating
to other organisations with whom it deals. It also covers all IT and information communications
facilities operated by Beechoak Farm Montessori Preschool or on its behalf.
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Access to all office computers, Ipads, Tapestry and Abacus are password protected. When a
member of staff leaves the company these passwords are changed in line with this policy and our
Safeguarding policy.

Computer Access Control - Individual's Responsibility

Access to the Beechoak Farm Montessori Preschool IT systems is controlled by the use of User
IDs and passwords. All User IDs and passwords are o be uniquely assigned to named individuals and
consequently, individuals are accountable for all actions on the Beechoak Farm Montessori Preschool
IT systems.

Individuals must not:
1. Allow anyone else to use their user ID and password on any Beechoak Farm Montessori

Preschool IT system

Leave their user accounts logged in at an unattended and unlocked computer.

Use someone else's user ID and password to access Beechoak Farm Montessori Preschool IT

systems

Leave their password unprotected (for example writing it down).

Perform any unauthorised changes to Beechoak Farm Montessori IT systems or information

Attempt to access data that they are not authorised to use or access.

Exceed the limits of their authorisation or specific business need to interrogate the system

or data.

8. Store Beechoak Farm Montessori data on any non-authorised Beechoak Farm Montessori
Preschool equipment

9. Give or transfer Beechoak Farm Montessori Preschool data or software to any person or
organisation outside Beechoak Farm Montessori Preschool without the authority of
Beechoak Farm Montessori Preschool.
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Pre-school managers must ensure that individuals are given clear direction on the extent and limits
of their authority with regard to IT systems and data.

Internet and email Conditions of Use

Use of Beechoak Farm Montessori Preschool internet and email is intended for business use.
Personal use is permitted where such use does not affect the individual’s business performance, is
not detrimental to Beechoak Farm Montessori Preschool in any way, not in breach of any tferm and
condition of employment and does not place the individual or Beechoak Farm Montessori Preschool in
breach of statutory or other legal obligations.

All individuals are accountable for their actions on the internet and email systems.

Individuals must not:
1. Use the internet or email for the purposes of harassment or abuse.
2. Use profanity, obscenities, or derogatory remarks in communications
3. Access, download, send or receive any data (including images), which Beechoak Farm
Montessori Preschool considers of fensive in any way, including sexually explicit,
discriminatory, defamatory or libellous material.
4. Use the internet or email o make personal gains or conduct a personal business



5. Use the email systems in a way that could affect its reliability or effectiveness, for
example distributing chain letters or spam.

6. Place any information on the Internet that relates to Beechoak Farm Montessori Preschool,
alter any information about it, or express any opinion about Beechoak Farm Montessori
Preschool, unless they are specifically authorised to do this.

7. Send unprotected sensitive or confidential information externally.

8. Make official commitments through the internet or email on behalf of Beechoak Farm
Montessori Preschool unless authorised to do so.

9. Inany way infringe any copyright, database rights, trademarks or other intellectual
property.

Mobile Storage Devices

Mobile devices such as memory sticks, CDs, DVDs and removable hard drives must be used only in
situations when network connectivity is unavailable or there is no other secure method of
transferring data. Memory sticks must be left on site at Beechoak Farm at all times. Only
Beechoak Farm Montessori Preschool authorised mobile storage devices with encryption enabled
must be used, when transferring sensitive or confidential data.

Software

Employees must use only software that is authorised by Beechoak Farm Montessori Preschool on
Beechoak Farm Montessori Preschool computers. Computers must be logged off when unattended.
Care must be taken not to leave confidential materials around. Authorised software must be used in
accordance with the software supplier's licensing agreements. All software on Beechoak Farm
Montessori Preschool computers must be approved and installed by Beechoak Farm Montessori
Preschool IT support.

Viruses

Beechoak Farm uses Badger IT support to implement centralised, automated virus detection and
virus software updates within the Beechoak Farm Montessori Preschool. All PCs have antivirus
software installed to detect and remove any virus automatically.

Actions upon Termination of Contract

All Beechoak Farm Montessori Preschool equipment and data, for example laptops and mobile
devices including telephones, smartphones, USB memory devices and CDs/DVDs, must be returned
to Beechoak Farm Montessori Preschool at termination of contract.

All Beechoak Farm Montessori Preschool data or intellectual property developed or gained during
the period of employment remains the property of Beechoak Farm Montessori Preschool and must
not be retained beyond termination or reused for any other purpose.

Personal Information/Paper Records

All copies of children's and staff records are kept in locked filing cabinets/fireproof cupboards. All
information is confidential. These records remain on site at all times and are shredded after the
retention period.



Children's Personal information

When a child leaves and moves onto another school data may be shared with the receiving school.
Information will be sent via a secure service or parent/career will be given the data to deliver to
the receiving school by hand.

Monitoring and Filtering

All data that is created and stored on Beechoak Farm Montessori Preschool computers is the
property of Beechoak Farm Montessori Preschool and there is no official provision for individual
data privacy, however wherever possible Beechoak Farm Montessori Preschool will avoid opening
personal emails.

Beechoak Farm Montessori Preschool has the right (under certain conditions) o monitor activity on
its systems, including the internet, in order to ensure systems security and effective operation, and
to protect against misuse.

It is your responsibility to report suspected breaches of security policy without delay to the
Pre-school management team.

All breaches of information security policies will be investigated. Where investigations reveal
misconduct, disciplinary action may follow in line with Beechoak Farm Montessori Preschool
disciplinary procedures.

Access to staff personal data

e Employees are allowed to have access to all personal data about them held on manual or
computer records under the Data Protection Act (1998). The Act requires the organisation
to action requests for access to personal data within one month.

¢ Should an employee request access to their personal data, the request must be addressed in
writing to the relevant line manager. The request will be judged in the light of the nature of
the personal data and the frequency with which they are updated. The employee will be
informed whether or not the request is to be granted. If it is, the information will be
provided within one month of the date of the request.

¢ The right of employees to see information held about them is extended to information held
in paper record-keeping systems as well as computerised systems.

e There are some exemptions; for example employees will not be able to see employment
references about them supplied in confidence, nor will people involved in negotiations with
the data controller be able to see information about the data controller's intentions in
relation to those negotiations.

GDPR means that Beechoak Farm Montessori Pre-school Ltd must:
1. Manage and process personal data properly
2. Protect the individual's right to privacy
3. Provide and individual with access to all personal information held on them



Retention Periods for Records

Children's Records

Retention Period

Status

Authority

General children's records, including
registers, medication records and
accident records pertaining to
children, parental permission forms
for medication and activities,
complaints records, and data for
local authority funded children.
Note: children's learning and
development records, i.e. learning
journeys are maintained by the
setting and handed fo parents when
the child leaves.

*If a concern is identified that
legal action may be instigated, all
relevant information will be
retained until the child reaches the
age of 25.

Records should normally be retained
for a reasonable period of time after
children have left the provision.
Providers need to make decisions
about appropriate retention schedules.
A retention period of three years, or
until the next Ofsted inspection, after
the child has left the setting as a
minimum is recommended for most
children.

Requirement

EYFS (given legal force by Childcare
Act 2006)

Data Protection Act 2018 and GDPR
2018.

If it is anticipated that legal action
may be taken against the provider by
the service user then relevant records
should normally be retained until the
subject reaches 21 years of age. or
until the child reaches the age of 25
for child protection records, SEND
records and health care plans.
Records in relation to safeguarding
concerns will also need to be kept in
accordance with the Local
Safeguarding Children Board's
requirements.

Recommendation

Limitation Act 1980

Normal limitation rules (which mean
that an individual can claim for
negligently caused personal injury up
to three years after, or deliberately
caused personal injury up fo six years
after the event) are postponed until
the child reaches 18 years old.

Records of any reportable death,
injury, disease or dangerous
occurrence.

Three years from the date of the last
entry (or, if the accident involves a
child, then until the person reaches
the age of 21). The setting will also
need to consider whether it is
necessary to keep the records for a
longer period in light of the
circumstances.

Requirement

The Reporting of Injuries, Diseases
and Dangerous Occurrences
Regulations 1995 (RIDDOR)
(5I1995/3163) (as amended)

Safeguarding and welfare records
(including copy of written summary
of information transferred to
schools) which resulted in a Child
Protection referral or Child In
Need referral being made to the
local authority, or a child being
subject to a CIN plan or child
protection plan whilst attending the
setting, or police referral.

Until the child reaches age 25 years,
or for Looked After Children 75 years.

Requirement

Limitation Act 1980

Safeguarding and welfare concerns
about possible abuse or neglect
which resulted in a CAF or other
early help support services referral
being made (including copy of
written information transferred to
schools, or police referral).

Six years from time referral made, or
for Looked After Children 75 years.

Requirement

Limitation Act 1980

Special Educational Needs records,
including plans.

25 years from the birth of the child.

Requirement

Education Act (1996)

Other records which may contain
personal information of children or
families, such as photographs or

Retain records of
photographic/video/audio-visual
permissions given by parents for 21

Requirement

GDPR and Data Protection Act 2018
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videos, website content, social
media posts, texts and emails.

years and six months.

Staff Personnel Records

Retention Period

Status

Authority

Personnel files and training records
(including disciplinary records and
working time records).

Six years after employment
ceases.

Recommendation

Chartered Institute of Personnel and
Development

Application forms and interview
notes for unsuccessful candidates.

Six months to one year.

Recommendation

Chartered Institute of Personnel and
Development

DBS information

Once a recruitment (or other
relevant) decision has been made,
we do not keep Disclosure
information for any longer than is
absolutely necessary. This is
generally for a period of up to six
months, to allow for the
consideration and resolution of any
disputes or complaints.

We will maintain on employee files
the reference number, the date a
check was obtained and who
obtained it.

Requirement

Requirement

Disclosure and Barring Service

EYFS (given legal force by Childcare
Act 2006)

Child Protection - Allegation against
anyone involved within the childcare
organisation (paid or unpaid)

(store in person's confidential file
and a copy given to the individual)

Retained on file, including people
who leave the organisation, at least
until the person reaches normal
retirement age, or for 10 years if
that is longer.

Requirement

Children Act 1989/2004
Guidelines set by LSCB

Records of the allegation must be
clear and comprehensive, detailing:
e Any allegations made

e  Details of how allegations
were followed up and

resolved

e Any action taken
Decisions reached

Pay

Retention Period

Status

Authority

Wages/salary records (including
overtime, bonuses and expenses).

Six years.

Requirement

Taxes Management Act 1970

Statutory Maternity Pay (SMP)
records.

Three years after the end of the
tax year in which the maternity
period ends.

Requirement

The Statutory Maternity Pay (General)
Regulations 1986 (SI 1986/1960) as
amended

Statutory Sick Pay (SSP) records.

Six years after employment
ceases.

Recommendation

Chartered Institute of Personnel and
Development

Income Tax and National Insurance
returns/records (applies to current
staff).

At least three years after the end
of the tax year to which they
relate.

Requirement

The Income Tax (Employments)
Regulations 1993 (SI 1993/744) as
amended

Redundancy details, calculations of
payments, refunds, notification to
secretary of state (applies o
leavers).

Six years from the date of
redundancy.

Recommendation

Chartered Institute of Personnel and
Development

Parental leave records.

18 years from the birth of the
child.

Recommendation

Chartered Institute of Personnel and
Development




National Minimum Wage records.

Three years after the end of the
pay reference period following the
one that the records cover.

Requirement

National Minimum Wage Act 1998

Pension scheme and member records.

Six years (except for records of
opt-outs which must be kept for
four years).

Requirement

The Pensions Regulator

12 years from the ending of any
benefit payable under the policy

Recommendation

Chartered Institute of Personnel and
Development

Health and Safety

Retention Period

Status

Authority

Staff accident records (for
organisations with 10 or more
employees).

Three years after the date of the
last entry (there are separate
rules for recording of accidents
involving hazardous substances)

Requirement

Social Security (Claims and Payments)
Regulations 1979 (SI 1979/628)

Records of any reportable death,
injury, disease or dangerous
occurrence.

Three years from the date of the
last entry.

Requirement

The Reporting of Injuries, Diseases and
Dangerous Occurrences Regulations
1995 (RIDDOR) (ST 1995/3163) as
amended

Accident/medical records as specified
by the Control of Substances
Hazardous to Health regulations
(COSHH) 1999

40 years from the date of the last
entry.

Requirement

The Control of Substances Hazardous
to Health regulations 1999 (COSHH)
(5Is 1999/437 and 2002/2677)

Assessments under Health and Safety
Regulations and records of
consultations with safety
representatives and committees.

Permanently

Recommendation

Chartered Institute of Personnel and
Development

Risk assessments

As civil claims for injury can be
made up to three years after an
incident, risk assessments should
be kept for at least that period.

Recommendation

RSA insurance

Financial Records

Retention Period

Status

Authority

Accounting records.

Three years for Private Companies
Six years for Public Limited
Companies.

Six years for Charities.

Requirement

Section 386 and 388 of the Companies
Act

Charities Act 2011 section 131

Administration Records

Retention Period

Status

Authority

Complaints record book

At least 3 years from the date of
the last record.

(Until next inspection as must be
made available to Ofsted or
relevant childminder agency)

Requirement

Early Years Foundation Stage Welfare
Requirements (given legal force by
Childcare Act 2006)

Insurance policies.

Permanently.

Recommendation

Information and Records Management
Society

Minutes/minutes books.

Permanently

Recommendation

Chartered Institute of Personnel and
Development

*Retention periods for records taken from Early Years Alliance 2021




This policy was adopted by staff at Beechoak Farm Montessori preschool.
Held on 2" December 2025
Date to be reviewed December 2026

Signed on behalf of Beechoak Farm Montessori by

Charlotte Muggleton & Hayley Majeika

Proprietor Manager
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